Key Points

¢

Agencies who participate in NY-DEx will be

granted access to search local, state, tribal and
federal data to assist in the investigative analysis
process.

Access to search is available via the ejJusticeNY
I] Portal .

No fees are required to access NY-DEx.

Participating agencies own and maintain the
sharing of their data.

NY-DEx client sharing controls allow
contributors to define exactly how and what
kind of data to share.

For §JS based source agencies, DCJS will
provide a free installation of the DCJS NY-DEx
client application.

NY-DEx data is passed on to the FBI N-DEx
system to allow sharing on a national level.

Data must not be disseminated, nor any law
enforcement action taken, without first
contacting the record-owning agency.

The first step to contributing data to NY-DEx is
executing a MOU with DCJS, available at:

http://www.criminaljustice.ny.gov/xnysit/nysit.ntml.

Search shared data across
Jurisdictions to enhance your
investigation.
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Questions?

Please contact:

Lynn Rosenzweig, NY-DEx Project Manager
NYS Division of Criminal Justice Services
(518) 457-0425
Lynn.Rosenzweig@its.ny.gov

Larry Tompkins, Data Manager
New York State Division of Criminal Justice
Services

(518) 457-2999
Larry.Tompkins@its.ny.gov
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The New York Data Exchange (NY-DEx)
System is designed to assist law enforcement
agencies in  the
investigative
analysis  process
and provide the
opportunity  for
proactive  policing
by enabling data-
sharing  across
NY-DEx/N-DEs jurisdictions.  User
access to the first
system release
began in January
2012 with single
sign-on into the
FBI's National Data Exchange (N-DEx) Search
via the eJusticeNY Integrated Justice Portal.
The second release will enable NY-DEx
Search.

Systenr access via
eJusticeNY  Integrated
Justice Portal

How do | submit my Data?

NY-DEx will provide functionality to extract
data from the source agency's records
management system database and send the
data to the NY-DEx data repository via a NY-
DEx client application. NY-DEx supports SJS,
J2SS and IMPACT record management systems.
In addition, DC]JS is collaborating with Erie
County and the Albany Police Department by
assisting with implementation of their inbound
exchange. DCJS has built and will provide the
NY-DEx client application for agencies using
SJS at no cost to the agency,

In all cases, the first step to contributing data
to NY-DEx is executing a memorandum of
understanding (MOU) with DCJS. The MOU
form can be found on the New York Data

Exchange website located at
http://www.criminaljustice.ny.gov/xnysit/nysit.html.

Who controls the data?

The NY-DEx client application provides the
functionality to apply record-level sensitivity business
rules which control the dissemination of the
information/data.

These rules are defined and

' set by the local data
contributors. The data

’ contributors can set sensitivity

r rules associated to the records

based on criteria
Source agencies including, but not limited to
control dissemina-  UCR Type, Incident Type, and
tion of their data  Incident Number.
records.

The sensitivity levels are:

LEVEL | - NOT RESTRICTED (GREEN)
NY-DEx shall provide the capability for data
contributors to share all of their data.

LEVEL 2 - CONTROLLED ( )
NY-DEx shall provide the capability for data
contributors to specify controlled or “pointer based”
sharing of data (i.e. provide point of contact
information only). The source agency can view the
data; NY-DEx will provide incident number and
contact information to all other agencies.

LEVEL 3 - RESTRICTED (RED)

NY-DEx shall provide the capability for data
contributors to restrict data they submit to NY-DEx.
This level is reserved for the most restricted
investigations and investigative information. The

source agency can view the data; NY-DEx will
restrict access to the data to all other agencies.

The source agency will have the option to send their
data forward from the NY-DEx data repository to
the N-DEx data repository, making their data
available to other states and federal agencies
participating in the N-DEx program. The same
sensitivity levels apply for N-DEx. Source agencies
will be provided access to search both NY-DEx and
N-DEx data from the eJusticeNY Integrated Justice
Portal, enabling one-stop shopping.

How will I access NY-DEx data through

the eJusticeNY Integrated Justice
Portal?

Access to the NY-DEx data is available on the
eJusticeNY |J Portal via the N-DEx search system for
authorized law enforcement users whose agency has
executed a MOU with DCJS.

FOR ADDITIONAL INFORMATION
VISIT THE NY-DEX WEBSITE

http://www.criminaljustice.ny.gov/xnysit/nysit.html.

Take the next
steps to submit
and share data
across jurisdictions.
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